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(57) Abstract: 

PROBLEM TO BE SOLVED: To prevent the copyright 
violation of illegally distributing the program of a 
pirate edition by making the deciphering device of a 
decoder decipher an information item for which data 
generated by the descrambling device of a security 
element are ciphered by using a first key by a ciphering 
device by using a second key. 

SOLUTION: The demodulation device 7 of the decoder 6 
demodulates the information item I and sends it out 
through the filtering device 2 of the security element 1 
to the descrambling device 3. The data descrambled by 
the descrambling device 3 by using a control word 
CWj from an access controller 4 are ciphered by using 
a cipher key K by the ciphering device 10. The ciphered 
data are deciphered by using the cipher key K by the 
deciphering device 9 of the decoder 6, decoded by a 
demultiplex/decoding device 8 and outputted as a 
displayable information item ECG1. Thus, the work of a 
copyright violating person who manufactures duplicates 



is complicated, rewards are reduced and generation is 
prevented. 

COPYRIGHT: (C)1998,JPO 




09) 0#B*#tiFJi* (jp> 02) & 45 ^ $g (a) iiimmmm^mmn 

$W¥10-271105 

(43)4*11 B ^10^(1998)10^9 H 



(51) IntCl. 6 


mi9m 


F I 






H 0 4 L 9/08 




H04L 


9/00 


6 0 1 A 


G 0 9 C 1/00 


6 6 0 


G09C 


1/00 


6 6 OA 


H0 4H 1/02 




HO 4H 


1/02 


E 


H04L 9/10 




H04L 


9/00 


6 2 1 A 


9/14 








64 1 






MirnvmB ol 


(± 7 S) SJlUCfcSK 


(21)fflH#^ 


»H¥9 -304676 


(71) HiKA 


391000771 














^9^(1997)11^ 6 H 














THOMSON MULT I MED I A 




9 6 13 8 2 2 




S. A. 




(32)«5feB 


1996*fll£13B 




7 7>XH, 


92648 Zfn—~oL ^r-y 




y^yx (fr) 




^X, $r - TJlO'tf^X-^-tfD 46 






(72)«9Mf 


)V - H ■ ^ • 


35000 yfrVy 
U^;i^ 28 






(72) »W* 












35700 l/>^ f Ua • K • 










9a 






(74)f$SA 







CC61 



(54) BfcWro&ffr] *^a.U^S**>65 i 3-^^SnS««7<^A&«SITS*j*R^©«fc5^:*j** 
(57) [SKI] 

= -^o - i <t o TAW $ *t,5„ 




1 

[fltj&si] yy-r»* (i) testis 
y^fvm^mm. o) *^4f5r-^©^ hy-A 
-t^y^^g (i) frbf^—y (6) ^ea* 

■fcdf-a. y v^^ijt (1) »tft?g|l©«i (K) ©7^i/ 
gy©TW^7V//V«fM (3) A^^TSt*— 

7*=t—# (6) 2 <E>gi (K) ©7^->3y©T 

mn-rz r t * wttm-r sir 2 ©a m t a> e, & s r ^ §r 
[it** 2] mnommtt. 7 t =i-?<D<¥-T? ! 7>->fj± 

*!7-K (AL) *#£i-3£fc«rRrtefc-f5«»i:, 
^l©|iSr5l^-t-S«J:5**ffi-C»3«)ji (Kl) cor 
^i/ay<DTT?7i'^<t!7-K (AL) SrSg^-fS - 

f82<D&m-is 7^A/i!?-K (AL) &3&2<D8i 
(K) Sr^4t5 J; 5 fcWHHfci-S r t fcurtBfc-T z>W> 

(3) ^ 7 >^/V«?^t5-t i'a 1 © 

m (K) Sr*^t5i5*7ym!7-K (AL) * 

(AL) ) *>e>»«SJt6flMR*»jjW*J:5*4«>|i 

(K2) toTfisB >©Tt?7 K (AL) 

fcflHHW88Hlli, #-^ft;S*i.fc?^A*!7— Has 
Sg2<£>® (K) *«rii-*-5J: SBfHWbSfufc^v-^Afc 
!7— K (E (AL) ) Sr«WKi-*aWia»6>«:Si4:Sr 

[»*«4] fglcogi (K) ttfff^fi&lca.— tF*- K 
(1) ©*R:|B«S#k Sg2<D«i (K) ttfi^Wfcfa 
(6) ©*fcK1*3;h,S;:ifc^fc-**»#Sl 

[W*^5l WS»V — K (CW,) OT^^gVWT 

w^7y/;H»W (3) iniotSf^tisf- 
* £r*^ 9 ^/^I^S r i §r ^ffitc-t-S * * 7 ^ 

smsr^-r-fedr^y^^s^ (i) -efoox, 
mi<r>m^tm (K) ©7^e/3y©Tw^7^ 

amass o) ^t>^-rs^^7v^/w»p^$tvfcifffi 

T-r^ASrHf-g-^-r^S® (10) i:fc«f* 
t-rs-fe^^-y^^^m (i) . 

[»*^6] 7^47-K (AL) ©7^">3V 



(2) ^IM*? 10-271105 

2 

-fli®£35:£-r5=g!« (13) ^P>^5itSrt»t« 
fff*^5IE«<D-fe^r^y^^S^ (1) „ 
If»*S7] ^S?Si (K2) coT^iXa >-<DT-CSfl 

©ii (k) %&*£-r?>zk$:-zjmKirz,M%imw (1 

5) i^^rt Sr#mt-f Sff*®5iE«<D-fc*^ y 
tV®?}! (1) „ 

[ff*«8] t^Vf-fSi (1) ^b^-r^f*- 

10 lo^aaSr^-r-T^— ^ (6) T?fcoT, 

SfS2<£>® (K) ©7^'>3>©TT?t*3.yr-fg* 
(1) ^b^TST*— **W«W3££«rT>rttfc:i-*» 

f?s« o) *»e>4»>, &7 t —?temi<om (k) <©t 

-^•efeSit^tfSf^ (6) o 
[»*^9] 4>£< 1 t> loW^y-kfty-K (A 

l) *&&-rz> : 7>yj±t£y~y*&$L-rz> : m.w. (i 

1) ^$tt5^®*5^2©|i (K) -cfcs<t 

20 *m$L-rz>mu (12) ta^^sit-sr^t-rs, 

ft*fl812«©:r=»— ^ (6) o 

[it^io] mz(om (k) §r^-r-5^'fe< it. 
isyj»t£7-Y*&$L-rz>mw. (id Rt^-ftsi 

(K2) <DT?i'n>T-*?f$2(Dm : &1&)8,-tZ> ! 7>yj* 

4) tZftmb-fZ. M#K 8 

(6) o 

[ftsii] t^^yf^fis (i) ^h?*= 
30 yx^^tgaa-rsx^-^ (6) td^^s^^ 

■fc*»y7VK* (i) tift^eie^o-fe-dr^y^-f 
iltiioT, 7*=>—y (6) jaff^gia*©^^— 
y-efc sri ^#®t 4: i-*ltft«s. 

[If*^12j t^ayf'^si (1) ^-feT^ra 

yf^gftiiltSra-^ (6) t*>t>^5im5i^ 

•fedr^y^^^m (1) liif^7ia«<D-fedr^y^^ 
Slffcot, T^-^ (6) «it**l OfB^Ox^ 

40 -y-ehzz.k&n&mt-rzm&fto 

m*m 13] jb i ©|is.r/» 2 ottttttttttttfctt 

SWTfoSr tSr#®[t-rSff**l lXlil 2|E®<0 

[»WOB*B*«BI!l 
[0 0 0 1 J 

aw* =» - y ^eau $ ^S 1»^T >f y A SrtS^I- 5 * 

50 iot rCENELEC/DVB *ifi-f ^^7^— t LTfelPj 



r 



(3) 

3 

^5>r ^#?3L--*mm^mnrtz> pcmc i Am<o% 

— KXI"i*SNR S S (National Renewable Security 
System) &mzm&1r&^y'7**-}?k^<DiZ**~ V 

# T 2 -fe * v- * * (Caiffi * *L 5 o 
[0 0 0 2] 

~-lFte#E&;ft*«#a»feft5 0 
[0 0 0 3] ^^^KTn^Si<Oft###T^"fe^->^ 

[0 0 0 4] 

[0 0 0 5] Bill tS^aWl-iS^^y^K 

^»ft#Sr»*K«j(^i-H-T?*>S 0 @1^> 30 

»lfc3&»6>ftSo r^^6(t «1HBHt7i* 
[0006] Way^snitt, ^/v^y^^ 

T»fiSttfc**T>f^A m PR«MPEG-2 
(Moving Picture Expert Group ) YJ V^^K— bS^P 

HIS 5 1 o&±©#«<bS*tfc#«aSr'g'tPo 
[00 0 7] S««teJ:or|«EPT?«>6J:5K, 40 

tf 0 f3^w«7>ffA i «rg«Lfc«L w«t-y 

E CM (HltttECMAi**) Sr^ y 



WBBTl 0-271105 

4 

ECM^a-t-SfcKxoft^ailBftlltTb, 4#fc, 51 

« 5 ^ j: o t a * * s *» d *mm 4 $ v ^ 

& b^52kW<OT-<?* iBS4(0*<o*J#r7— KCWi Sr 
[0 0 0 8] ffil»!7 — KCWiffiRV^, ^-f(Cj;o 

mm?- Kcwi srttffl-rs^ ^^9^y >^ss 

#^fc**TTfSftfflf«T>f 7AECG 1 sr**-rs J: 
[0 0 0 9] 

£fti\, ^^3.y-7 L >f53llfc-&*tLS^^9^/HSPBft 

hy— *«r. i?=*~ y T>cm 

^ff-cm2cD«icDT^->3 ^<DT-C^m 1 fc>£ 
[0 0 1 0] «J«I!7— K<Z>T^->3^<0 

T-o* ^ 7 > ^/w^^sat- <fc o x&m £ *t £ 9 ft 
* ^ 7 y//i^§t^ r i ft nrtB^-f 5 * ^ 9 >^/W&¥ 

S*tt, » 1 OBt*(fcJI©7^^3 ><Z)TW^ 

ir A SrBjFHWfc-t- £> ft £ c 
[0 0 111*»BliSfc, ■fe**yf>fl*^?)4f 

*2<z>ii<^T^V3 ^oTt^-fe^ay^^K*^^ 

ft 9. «E7*— ^liIl(0»07^^3^TW^7y 

[00 1 2] *»wr*HK. t^yf^^^ 

— ^td*feftS«aSr#K|B-r-5o t^y^^B^ttl 

ft5o 

[0 0 13] 



(4) 

5 

loo 14] hi ■vm.w&tizmmz.jjux.. f^—ye 
H*HS6ii9«rsfru j t*~v<r*<&mi\-m j $ittmw. 

[0015] m-%-fc&xfMffimKte± 
t^T*:<Di±m&wmikzit, mormmmzftm-rz 20 

i". 

[0 0 16] Bl2<D3mm<0<#l£1fytg:9m\z2:tLt£ % m 
^■ffi-eii, -fe^ay^^^o^-eoBt^kcDfcfe^ 

mmfci&mziv? s. #?§§)i©?& 1 ©njfew-iaxi*. 

[0 0 17] B3», 4WW©*203fct«t:J:5t* 

1 1 kMwm&a&.-r&itib<Dwmi 2 1 -t 
a. 

[0 0 18] H2fc***uSJ:5fcH^©liK*4WB-f 

*us 0 r©ytJ6jc, f3-y6tissi naot7> 40 

I 3-e^-r5. 3ek, ami is. ^i^a**** 

II 2^fej3H-So Sll 2H£NKftK«r-9-*.SJ:5* 

s B mmc -fe^a-y^-fs^oasati 3tt«Ki«>T 

[0 0 19] B3K:93fe$;^H®tt£ttfe%lb0!IK: 
X-M4*K1 £*{C Tyv^rc^j «MBfcJ:o-C1t*ifc 50 



#M¥1 0-271 105 

6 

9640133 6. 1 - 2 2 0 9 -)§-<£> tHclft IS £*tTV^ 
So *fU^rt(c. 81122401 3tt. *fN*^## 

jjsf a — y h ± a. y t- j mm t <d m £ mnirz * 

[0 0 2 0] *»WOttofl*«W4HEl6«KJ:*i/tfx 3£ 

f 1 3.S.01 2CJ:ctffiffl^5«IKllit*ayf 

Jbig©#iJ^:Sr^-ro *»M«3ffio#^W*5fir*U*3US^J 
KitU^ liHKk2tt«IISttiKfr**i-saaH:, -fey 

[00 2 1] «K©JE*rtt, ttrt, £lT©*MS«r*-*- 

So -^r-e> H$Tl-<fcoT=g»9,K.Ol 0©7;^y X 

50 «0>JE*r©*BflEI*. T^rfyXASrflW«|«S-r*/t 
j&KHHWMl** fc: <fc o T*Uffl wtg-efc * H3— i 

If #P ttKOMKtt JGfftt&B 9 SO 1 0 ©flHHfc 
[0 0 2 2] fl&^-Ci*. H^Ttdi-oTWWJCiltR^Hfc 

#^©3££&itsr taswtire&So ^or, ME© 

fcS-^— ^Xtt*f^+t«*#dS«« 1 OtCotoTW^^ 

9$M t + A t (c*3»tS 
[0 0 2 3] 
[^1] 

[0 0 2 4] HHHtK t iliS^Sfc^ m^X± 

% 3 ©H360IJ {ciS-fe^r^-y^^ ^^/t 1 a — >m5£tt: 
S-^SEWfc^-riSl-efcSo 121 2 ('^^ttS^^Dx., 
0411, fa- y^BBb-Ctt^^A^Sr^-t-S^ 

51 lRtWI-flsifclll 4«r^, -tdfa.y-^^S^tc 
13 LT«»P®?Sfi 1 5 Sr-^tfo 

[0 0 2 5] ltt, ««9fcJ:o-CKS9IPK 

^yr^rsi©sti 5^e^i-s^si 4^ea6* 

ttSo SSI 4{dJ;oT^fi 1 $tl-SBf-^-ft;{4, giK 2 © 
«x 9%-%<{k&iXtc7^yj>.t£8i;B (A L) ^K2©T 
ALdBt-^-fbSiKt UT^-rS<fc5SBl 0— £s3l$ 



7 

[0 0 2 61 #38W©fdi©l£(£W;iJ:*U4\ ^tMfcT/w 
:*y X^li^Bl 4&tf 1 5(c^LTte;B£n5 3o - 

(4, 8«1 5©*tWJ&^©fc»t;:^g^[£fll£;fr, 

ifticgti 4©q^©Rt^©fc»K^BBSfca s 'Gtffl£ 
tiz>* mm** r. t k» 8ii4 st/ 1 5 Harare =*■ y 

XAX«^H®T^=<*y XA©vvf ft&ifcffl LTV^ 
fc>, *ftt*«*##l*fcE (AL) ^SittaoT 

[0 0 2 7] ±^©#3§^©#;£ft&§gmW£j;;h,i4\ 

[0 0 2 81 &&WKiS\,*Xt±, 02, 3XtT4^$ 
ftS^TWSSfcfclfcatLT, 9SO!l 0 ©Rf 
iB7^rf9XA|t, *&©fittt©£rS©*l*&. 7*= 
-^Rtf*** y SiO^^S^n^T/W^y X 
A©aH§tt£©Sr*©tt*, WHS*!,*. «oT, 

*^*T^rfy X*©ttJli:HB*lc, flHWWKK:.* 
[0 0 2 91 H{C-f f 3-y<D^9[rJ;oT»fT$^.5 

££;h,fcv^&$T;&!*-t-5. «K 1X1^2 #**©■£* 



(5) #S§¥ 10-271105 

8 

* *a !J 5f /f 3-y©Jtl;Stif Ittg^ii^ 
14, ±fc©5RiKW**tt©tt*ttj&bP W'tefU^S:* U 

[0 0 3 01 JEfc, 0 2, 3SV4{^StL5^T©SI 

10 [BBS©ffi)|lfeK91] 

[011 tt*©St»lcJ:***»yy-f5BU/? , =*— ^ 

[021 #3§ie©mi©ii;few-<fc$i?^y7VMsif 

[0 31 *5S^©02©3Wfe^iJ|cJ;6-fer^^y7 L ^^ 

[04i *fw©S3oMwia5t^fa vv-^mm 

[W*©«W1 

20 1 nay^i* 
2 

3 *9?>-?A4H&mW. 

4 T^-fc^fflJflP^eg 

5 a— j?|tRB1iBft1l 

6 fa-/ 

7 ^fS^S 

9 

1 0 B#-ff-<ffc=&« 
30 11 ^v^AfcBc/y— K5l^3£1B 

i 2 flmtt&&£c« 

i 3 m^tm^mm 

1 4 Hf-f-fkSS 
1 5 MUSiM 



(6) 



4#H8¥1 0-271105 



[Hll] 



[El 2] 




[12)3] 




(7) 



0-271105 



(51) Int. CI. 6 FI 

H 0 4 N 7/167 H 0 4 N 7/167 



